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Preface

Preface

Objectives

This guide describes features supported by the A10E/A28E, and related configurations,

including basic principles and configuration procedure of Ethernet, route, reliability, OAM,

security, and QoS, and related configuration examples.

The appendix lists terms, acronyms, and abbreviations involved in this document.

By reading this guide, you can master principles and configurations of the A10E/A28E, and

how to network with the A10E/A28E.

Versions
The following table lists the product versions related to this document.
Product name Hardware version Software version
Al10E A NOS 4.14
A28E A NOS 4.14
Conventions

Symbol conventions

The symbols that may be found in this document are defined as follows.

Symbol

Description

AWarning

Indicates a hazard with a medium or low level of risk which, if

not avoided, could result in minor or moderate injury.

Indicates a potentially hazardous situation that, if not avoided,
could cause equipment damage, data loss, and performance

degradation, or unexpected results.

Provides additional information to emphasize or supplement

important points of the main text.
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Symbol

Description

Curi

Indicates a tip that may help you solve a problem or save time.

General conventions

Convention

Description

Times New Roman

Normal paragraphs are in Times New Roman.

Arial Paragraphs in Warning, Caution, Notes, and Tip are in Arial.

Boldface Names of files, directories, folders, and users are in boldface.
For example, log in as user root.

Italic Book titles are in italics.

Lucida Console

Terminal display is in Lucida Console.

Command conventions

Convention Description

Boldface The keywords of a command line are in boldface.

Italic Command arguments are in italics.

1] Items (keywords or arguments) in square brackets [ ] are
optional.

{x|y]|..} Alternative items are grouped in braces and separated by
vertical bars. Only one is selected.

[x|y]..] Optional alternative items are grouped in square brackets and
separated by vertical bars. One or none is selected.

{x|y|..}* Alternative items are grouped in braces and separated by
vertical bars. A minimum of one or a maximum of all can be
selected.

[x|y]...1* Optional alternative items are grouped in square brackets and
separated by vertical bars. A minimum of none or a maximum
of all can be selected.

Orion Networks



Orion Networks
AL0E/A28E/A28F Configuration Guide

Preface

GUI conventions

Convention

Description

Boldface

Buttons, menus, parameters, tabs, windows, and dialog titles
are in boldface. For example, click OK.

Multi-level menus are in boldface and separated by the ">"
signs. For example, choose File > Create > Folder.

Keyboard operation

Format

Description

Key

Press the key. For example, press Enter and press Tab.

Key 1+Key 2

Press the keys concurrently. For example, pressing Ctri+C
means the two keys should be pressed concurrently.

Key 1, Key 2

Press the keys in turn. For example, pressing Alt, A means the
two keys should be pressed in turn.

Mouse operation

Description

Select and release the primary mouse button without moving
the pointer.

Press the primary mouse button twice continuously and quickly
without moving the pointer.

Action
Click
Double-click
Drag

Press and hold the primary mouse button and move the pointer
to a certain position.

Orion Networks



Orion Networks
AL0E/A28E/A28F Configuration Guide Contents

Contents

=] £ Vol TPt 1
ODJECHIVES ..ieeuiiiiiiiniiiiiiniiiiirieiireeeirreeeetrsaseettsassssttssssssttsssssstesssssstesssssstesssssstesssssssesssssssensssssssnssnsns 1
VBISIONS ..ieeuiiiniiiiniiireeiiriesireesreustteesstrassrasssrasssrsssstesssssssssrsssssasssssssssesssssnssssnssssassssassssasssssnsssenssssnssssnns 1
L0 T 11T 41T L 1

Y aa] eTe] el o\ VZ=T a4 T Yo T PP PURUPPRNt 1
LCT=Y Y=Y =Y oo Yo V=T o1 4 oY o PSR 2
(0o T 0] 0 aF= 1o T I elo] 01Y7=T oY d o] o I3RS 2
GUI CONVENTIONS ...etiiteteee ettt e ettt e e e e s s et tb et e e e s s s s sbebteaeeeeessasabsseaeeeeesssasnsabeaaeesssssasstsaaaeesssssnnsssnns 3
3V o Jo =T o WoT o 1=1 - 14 (o] o NP TP 3
Y Lo U =R 0T o 1=] =1 4 [0 o PSP PPPPRE 3

L7 ]33 =T 3 £ 4

I UI S e ieiiieiieiiterticti ettt reeeeaneraseraseraseresssensrenssensssnsernsssnsssasssensesnssnnssrasssasssenssenssensennsennne 16

L 1T 18

1 BasiC CONFIGUIAtiONS......cccuiiieeiieeiiiieieitteeereeeeetenneeraneerenseernsserenseersasessasssssnsessansessnsssssnsesenasesennes 1
1.1 ACCeSSING the dEVICE .....iiieeeiiiiiciirecc e re e s rene st renesssssenessssrenesssssanesssseanssssssennns 1

00 00 R T 4 o T [ W Tt o o OO P PP OTOPP 1
1.1.2 Accessing from the Console INTEITACE. .......ccuuii it e e e e e eareeas 2
O ool Yy oY= T o T =1 [ = PSP 3
O ool Y Y= o 0 T V27 4
1.1.5 ChecKing CONTIGUIATIONS ... ..viiiieiiie ettt e e et e e e st e e e et e e e e e abeeeeenbeeeseabaeeeenteneeennsenas 6
007 oI PP 6
20 R T 4 o T [N Tt o o OO P ORI ORI 6
1.2.2 COMMANG [INE TEVEL ..ttt ettt et e te e et ee e s ae e s te e ebee e eabeeesneeesneeeebeeesnees 7
1.2.3 COMMANG [N MO .iiiiiiicie ettt st e ettt e et e e s ree e e be e e s saeessteeesbeeeenseeesneeeasseeeseeessees 7
1.2.4 ComMMANG [INE SNOITCULS ....veeeiiieciee ettt ettt e et e s e e et e e s aae e s te e enbeeessteeenaeesseeeebeeesnees 9
1.2.5 Command liN€ NelP MESSAZE ......vviiiiiiiee ittt e e e e e e e bee e e e sabaee e esabeeeeennees 10
O O B 4 g [T T= PP PP PP PP PP PP PPPPPPPPPPPPPPPPPRt 12
1.2.7 Command liN€ NiStOrY MESSAZE ...uuiiiiiiiei it cctee e eetee et e e eeee e e sree e e e e bae e e e sbee e e e s baeeessaseeeeennsees 13
1.2.8 Restoring default value of command lINE .......ccccuviiiioiiii i e e 14
1.3 MaNAGING USEIS. ... ituuiiieeiiireiireessrensiirastessisisessrasssrssssresssssssssssssssssssssssssessssssssssssssssssssasssssnssssnssssnns 14
1.3.1 Checking CONfIGUIAtIONS ... .uviei ittt e e e e ere e e e bae e e et ae e e eabaee e eeareeeeensees 15
1.4 MaNAGING files ..cuneiiieciiiiccrccccrt e e s e s e s s e s e s s e s a e s s e na s s s e e nas e e enaraseenans 15
1.4.1 Managing BOOTROM filS .....ueei it e rabre e e e bae e s e eae e e e eaaees 15
1.4.2 Managing SYSLEM fIl@S....cciiiiei it e e e et e e e bre e e e err e e e e arees 17
1.4.3 Managing configuration files ........coi i e e 18
1.4.4 ChecKing CONFIGUIATIONS ... ...uiiiiiiee ettt e et e e e e e e e et e e e e ba e e e e abee e e e abaeeeeeaseeeeenses 19

Orion Networks iv



Orion Networks

AL0E/A28E/A28F Configuration Guide Contents
1.5 Configuring clock ManagemeNnt.......cccuuiiieeeiiiieicerreenrerrreneereeaneeerennssssrennsssssenassssrennssssnennnsssnennns 19
1.5.1 Configuring time and tiME ZONE.......cc.uuiii ittt e e te e e e e e e e e e bae e e e eareee e e nnees 19
1.5.2 CONFIGUIING DST ...iiiiiiiiie ettt e ettt e e e e e e e e eta e e e e eabe e e e eeataeeesenbaeeeeenbaeeeeanbeeeeennsaeeesansrneeennsens 20
1.5.3 CONFIGUINING NTP ittt e e sttt e e e s e e e e s bte e e e e asbaeeesssbeeesesseeeeenasenesannsees 20
1.5.4 CONFIGUIING SNTP ettt et e e e sttt e e e s bt e e e e s abteeesaasbaeessasbeeesesseeeeenssenesannsens 21
1.5.5 Checking CONfiUIAtioNS .......coiiiiiiiiciiei e e e s e e e s e e e s e b e e s eanes 22
1.6 Configuring interface Management........ccccvviiiiiiiiiiiiiiiiiiir e resessssresesssssessssssseness 22
1.6.1 Default configurations of INTEIfACES......civciiiiiiiie e e 22
1.6.2 Configuring basic attributes for iNterfaces.......ccueiiieiiiiiie e 23
1.6.3 Configuring flow control 0N iNterfaces ........eiiviiiii e 23
1.6.4 Configuring the CombO INtEITACE.......uiiiiie e e e 24
1.6.5 Configuring interface rate StatiStiCs .......iuiviiiiiiiieiieiiee e bee e s 24
1.6.6 Configuring iNterface statistiCS.....uiiiiuiiiiiiiiiieeciiee e e s e e e s are e e e eanes 25
1.6.7 ENabling/Disabling INtEITACES ......c.ueeecuiiiiiieeiee ettt ettt e e et e e tae e e beeeteeeeabeeeane s 25
1.6.8 Checking CONFIGUIATIONS ... ...uiii ittt e e et e e e e et e e e e ba e e e e abe e e e e abaeeeeeaseneeennens 25
1.7 Configuring basic iNformation..........cc.. it rre e e re s e s s e e e s e ssenassssnenanassnennns 26
1.8 Task SChEAUIING .......ceee et re e e e e eea e e e s ea s s e s e s as s ssenasssssenasssssennsssssenssssnnennnsnnnennns 27
I IRV 1 T Lo Y- 27
1.10 LoAd aNnd UPBrade.......ccieeenieieiiiceieiiceseennecereennneeseennseseensssesesasssssennsssssennssssssnasssssenssssssensssnsnnnnns 28
000 10 0 [ e Yo [T T o I SRS 28
1.10.2 Configuring TFTP auto-upload Method...........ccueiiiiiie i 29
1.10.3 Upgrading system software by BOOTROM ..........coooiiiiiiiiiiiiiec ettt 29
1.10.4 Upgrading system SOftWare DY CLI.......ccocuiiii ittt e e e e e e 31
1.10.5 Checking coNfigUIatioNS.......ciiccuiiiiiiiie e e e s e e e s e s bee e e enres 32
1.10.6 Exampe for configuring TFTP auto-l0ading ......c.ceeiiiiuiiiiiiiiie et 32

28 4 T=T 4 o = PP 34
2.1 MAC address table........cuuuiiiiiiiiiiieiiiiiiiiirrri s s s s s s s s r e s s s anasessssane 34
2.0 INEFOTUCTION .ttt ettt ettt ettt e s e e st e e st e e sabeesabeesabe e s bbeesabeesanbeesabeesabaeennseesabaeeaseas 34
2.1.2 Preparing for CONfIGUIAtIONS .....cocviiii it e e et e e e s bae e e s sbteeeeenraaeeeans 36
2.1.3 Default configurations of MAC address table .........cooovviiiiicciiieicee e 36
2.1.4 Configuring Static MAC @ddrESS .....uuiiiiiiiieiiiieeeicieee ettt ee ettt e e s e e e sbee e e s sataeessastaeessantaeeesasseaessans 36
2.1.5 Configuring multicast filtering mode for MAC address table .........ccoovevieiiiciiii e 37
2.1.6 Configuring MAC address |EarNiNg.......c.uuieieciiieeiiiiee et ee ettt e ettt e e e setae e e s s satee e s ssrtaeesssntaeeesanseaeesans 37
2.1.7 Configuring MAC address lIMit ........ccocciiiiiiiiiee e e e e e sbee e e s s bte e e e sreeeeeeans 38
2.1.8 Configuring the aging time of MAC addreSSES........ueiiicuiieeieciieeeecieeeeectee e eecire e e e eerte e e e esrraeeeeeaeeeeeeans 38
2.1.9 ChecKing CONfIGUIAtIONS ....cc.viiie ettt e et e e et e e e e ebte e e e ebteeeeebteeeeebtseeesstaeaeeassenaeanns 38

B B (O 1V =Y o o=t o =T o (ol PSP PP OPPTPPPPPTO 39
2.1.11 Example for configuring the MAC address table............ooociiieieciiie e 39
2.2 VLAN et ieiiiiieiiiiiiiiiieeiieesiaetaistestesstosstasssasessstssstassssssssssssssesssesstasssassssssssssssssssssasssnssssssssssasssnsssns 40
D 2 N [0 o To [V o1 4T ] o A PP PUPPOTTPPRNt 40
2.2.2 Preparing for CONTIGUIATIONS ......ccuiiii ettt eette e e e et e e e e e bt e e e e ebteeeeebbeeeeenaraeaesnns 42
2.2.3 Default configurations Of VLAN ........ccooiiii ettt ettt e ettt e e e et e e e e tte e e e ebaeeeeebbaeeeeneeaaeenns 42
2.2.4 Configuring VLAN QTtrIDULES ...cccoeeiieiceieee ettt ettt ettt e e e ette e e e e tt e e e e ebeeeeeenteeeeenseeeeenns 43
2.2.5 Configuring iNTEIrfaCe MOTE .....ccouviiii ettt e et e e e et e e e e e bt e e e e ebteeeeebbeeeeesreeaeanns 43
2.2.6 Configuring VLAN 0N ACCESS INTEITACE ....ciiiiciiiie ittt et e e e satre e e s satae e e s nereeeeans 44
2.2.7 Configuring VLAN on the Trunk interface ........ooocuveiiiciie et 44
2.2.8 Checking CONfIGUIAtIONS ...cciiiiie ittt ettt e e e ete e e e e bae e e s e bteeessbteeeseantaeeesnrneeeanns 45

720 20 4T P 46
20 70 B 1o o o [F ot o TSRO O OO PP T TP P PRSP 46

Orion Networks Y



Orion Networks

AL0E/A28E/A28F Configuration Guide Contents
2.3.2 Preparing for CONTIGUIAtIONS .....cccuiiii ettt et e e e tte e e s e tae e e s e bae e e s enteeeesneaeeeeans 47
2.3.3 Default configurations of QINQL........ccoccuiiiiiiiiiie e et e e e ebae e e e ebreeeeerareeeeans 47
2.3.4 Configuring BasiC QUINQ ....cccccuuiieeeiiieeecieeeecctee e eete e e e ere e e e etre e e e e baeeesebteeesebteeeessaseesestaeeesasseeeesnns 47
2.3.5 Configuring Selective QUNQL ......ccoccuiiiiiiiiieecciieee et e et etre e e s e e s sbte e e s sbaeeessbaaeessbtaeessasseeessnns 47
2.3.6 Configuring the egress interface toTruNK MOAE .......coccvviiiiiciiiiiiiiiie e 48
2.3.7 Checking CONfIGUIAtIONS . .ciiiiiiie ettt et e e s e e s st ae e e s s bae e e s sbaaeessstaaessaneeaessnns 48
e R 1Y Y101 =T 0 =1 (o] - PP P P PP PP OPPTPPPPPTRRN 48
2.3.9 Example for configuring basic QiNQL........cceeriiieiiiiiiieeiiiee e e e see e e ssreee e s ssrreeeeseneeeeeeans 49
2.3.10 Example for configuring selective QiNQL.........ccoecuuiieiiciiiee e ccieeeeeciree e e e ssreee e ssrreeesssneeeeeean 51

2.4 VLAN MAPPING ceuriinnirinniiiuniiinesiraeisissireessisasitesstrastsrsssstosssrsssstessssssssssssssssssssssssssssssssssssassssssssransss 54
B3 R [ o d o Yo [ o1 4T o TR 54
2.4.2 Preparing for CONTIGUIAtIONS .....ciiiiiii ittt e e st e e s sbae e e s sbaaeeeseneaeessans 55
2.4.3 Configuring 1:1 VLAN MaPPing .ccccvueeeieciieeeiiitieeeesirieeesserteeeessseeeesssseeeesssseeeessssesessssssssssssssesesssssssessans 55
2.4.4 Configuring N:L1 VLAN MAPPING cocuvrieeiiiiiieeeiitieeeeciteeeeeitteeeeeetteeesestteeesestseesssssasessassseessassesessassesessns 55
2.4.5 Checking CONfIGUIAtIONS ....ccc.viiie ettt ettt e e et te e e e et te e e e ebtee e s ebteeesebaaeeeenntaeeesassenaeanns 56
2.4.6 Example for configuring VLAN MapPPinNg ...ccccuveeeiiciiiieeciieeeeectieee e ecitee e eetteeeseetaeeessrtaeesssnsaeeesensaneeeans 56

B 111 1=Ta £ Tol=W o] o1 =Tt 4 Lo o [P 58
8o 00 B 12 o Yo 18 ot o TS PSS 58
2.5.2 Preparing for CONTIGUIATIONS .....cccuiiii ettt ettt et e e ette e e e e tte e e s ebaeeeseabaeeeeennteaeeeans 59
2.5.3 Default configurations of interface protection .........cccueeiieciiei e 59
2.5.4 Configuring iNterface ProteCiON.......cccciiie ittt e e et e e e e eate e e e serta e e e ebtaeeeeeneeeeeeans 59
2.5.5 Checking CONfIGUIAtIONS ....cc.viiie ettt et e et e e e e tte e e e ebte e e s ebteeeeebeaeeeentaeeeeassaneeanns 59
2.5.6 Example for configuring interface protection ...........coccieiiieciiei e 60

2.6 POIt MIITOFING ccuiiiiieiiiiiieiieiiitireetieettettaeratesstesstasernseressesssasssasssnsssnsssnssasssaserasernssssssssssnsssnssnns 63
B 30 R [ o Yo [N o1 4T o T PRSPPI 63
2.6.2 Preparing for CONfIGUIAtIONS .....cicuiiii et e s e e e s sbae e e e sbaeeeesentaeeeeans 63
2.6.3 Default configurations of Port MIrrOriNgG .....c.ueeeieciiei i 64
2.6.4 Configuring port mirroring 0N @ loCal POrt.......cooccuiiii i e ree e 64
2.6.5 Checking CONfIGUIAtIONS . .ciiciiiie ettt e st e e s et te e e e s bae e e e sbaaeeesntaeeesaneneeesans 65
2.6.6 Example for configuring pOrt MIrrOriNG ....coccuveee i e s e e s saaeee e eans 65

2.7 Layer 2 protocol transparent tranSmisSSiON .......ccccciiieeeiiiieneiiiieneiiiiieneiisrienesssrenesssrenessssensssssseness 66
2. 7.1 INTFOTUCTION .ttt ettt ettt et et e st e sbe e e s be e s abeesbbeesabe e e bbeesabeesasbeesabeesabaeenseesabaeeaseas 66
2.7.2 Preparing for CONTIGUIATIONS ......ccuiiii ettt ettt e et e e e e tte e e e e bte e e e ebaeeeeeabteeeeensseaeeaans 67
2.7.3 Default configurations of Layer 2 protocol transparent transmission .........cccccceecvieeeeecieeeeeciineeeenns 67
2.7.4 Configuring transparent transmMission PAramELEIS ......c.ueeeeecuieeeieiieeeeectieeeeecire e e e eirteeeeecreeeeeeerereeeeans 67
2.7.5 Checking CONFIGUIATION ...ccciciiiie ettt et e e e e tte e e e e bte e e e ebteeeeebaeeeeentaeeesassenaaanns 68
B A \Y Y101 o=T o =1 (ol PSP PP OPPTPPPPPTTRN 68
2.7.7 Configuring Layer 2 protocol transparent transSmiSSiON.......cueeececiieeeeciieeeecieee e eciee e ecree e e ecaeeee e 68

oY= VT o= 72

00 1Y 3 N 72
20 0 A [ 01 o Yo (1T o1 4T ] o PPN 72
3.1.2 Preparing for CONTIGUIATIONS ......ccuiiii ettt ettt e ettt e e e e tte e e e e bt e e e e ebeeeeeessaeeeesreeeeanns 73
3.1.3 Default configurations OF ARP .........ooi i iiiii ettt ettt e e e ette e e e e etre e e e eetteeeeebraeeeenseeaaaans 73
3.1.4 Configuring static ARP table @NTri@S........oeiiiiiiie ettt ettt e e e ettee e e e sare e e e eearaeeeeans 73
3.1.5 Configuring aging time of dynamic ARP €NErieS ......ccccciriiiiiiiieiiiiie et eree e et e e e eieree e 74
3.1.6 Configuring dynamic ARP entry [€arning MOde .......ccocciiiiiiiiiieicieee ettt evree e e eaere e 74
3.1.7 Checking CONfIGUIAtIONS ...ccciiiie ittt ettt e e e ette e e e ebae e e s ebteeeesabaeeesenntaeeesnsneeeanns 74
1Y = Y101 (=T o =1 o [l PSP OPPTPPPPPN 74
3.1.9 CoNFIGUIING ARP ...ttt e et e e e et ae e e e et e e e e ebtaeeeabaaeeeanbtaeesasstaeeesastaeessstaeeesastaeesanes 75

Orion Networks Vi



Orion Networks

AL0E/A28E/A28F Configuration Guide Contents

1 IV -T i J 101 T o - 1o 76
7070 A 12 o Yo 11 ot o TSRS 76
3.2.2 Preparing for CONTIGUIAtIONS .....cccuiiii ettt e e e tte e e e e bae e e e e bae e e s ebteeesenraeeeeans 76
3.2.3 Configuring the Layer 3 iNTeIrface ...ttt st e s st e e e sneeeeeeans 76
3.2.4 Checking CONfIBUIAtIONS . cciiiiiiie ettt ettt e e e st ee e e s sbae e e s s bteeessbaeeessstaeessasseeeesans 77
3.2.5 Example for configuring Layer 3 interface to interconnect with host.........ccccveeeiiiiiciiiiiieencees 77
3.3 Default BateWay ... ccccciiiiiiiiiiiiiiiirii e rresee s rsse st rese st rene s st aenes st aanesstaanesssaanesissaanans 79
20 70 A [0 o Yo (1T o1 4T o TS PPN 79
3.3.2 Preparing for CONTIGUIAtIONS .....ciiiiiii ittt e e st e e s sbae e e s sbae e e e seneeeeseans 79
3.3.3 Configuring the default BatEWaY ......c.occiiii i e e 79
3.3.4 CoNnfigUIING STALIC FOULE...cii it e e e ebee e e s s bae e e s sbaeeessntaeessneeeessans 80
3.3.5 Checking CONfIGUIAtIONS ...ciiiiiiie ettt e s e e s sbae e e s s bee e e e sbaeeessntaeeesantenessans 80
3.4 DHCP CHENL ..ccueeiiiiiiiiieiieiiieesitieesaessssessseseesnnssssssssssssssnassssssssssssesnnssssssssssssssnnnsssssssssssssnnnnsssssssnns 80
I8 300 R 1o o Yo 18 ot o T TSP 80
3.4.2 Preparing for CONTIGUIATIONS .....ccccuiiii ettt e e et e e e e tae e e s e tae e e e ebaeeesebaaeeeeneaeeeeans 83
3.4.3 Default configurations of DHCP ClIENT.......ccccuiiiiiiiiiee ettt e e e e ee e 83
3.4.4 Applying the IP address throUugh DHCP...........oooi ittt e e sttee e e e ate e e e e eneeeeeeans 83
3.4.5 (Optional) configuring DHCP ClIENT ......vviieeciiiee ettt ettt e e e eate e e e e ate e e e e neeeeeeans 84
3.4.6 (Optional) Renewing or releasing the IP address........ccueiiieciieeicciiee e e caeee e 84
3.4.7 ChecKing CONfIGUIATIONS ....ccc.viiie ettt ettt e e et e e e e et te e e e ebaee e s ebteeesebaaeeeestaneesssanananns 85
3.4.8 Configuring DHCP clients @appliCatioNn........coccuuieiiiciiiie ettt et e e e et e e e e eneeeeeeaes 85
N 0 5 (o] 2= - YU 86
TR0 1o o Yo 11 ot o TS PSS 86
3.5.2 Preparing for CONfIGUIAtIONS .....cocuiiii ettt e s et e e e s ae e e e sbae e e e s eneaeeeeans 87
3.5.3 Default configurations of DHCP ReIaY ......ccoccuuiiiiiiiiiiiiiiiis ettt e ssviee et e e e snaeee e 87
3.5.4 Configuring global DHCP REIQY ......veiiieiiiie ittt ettt e st e e s svae e e s sbae e e e s beeeeeeans 87
3.5.5 Configuring interface DHCP REIAY ....cccccuviiiiiiiiee ittt e e e e e e s svtae e e sata e e e snraaeeeans 87
3.5.6 Configuring the destination IP address for forwarding packets........ccccovviiicieiiiiiiiei e 88
3.5.7 (Optional) configuring DHCP Relay to support Option 82 ........cccccceeeeieeiieeeiiee e cee e 88
3.5.8 Checking CONfIGUIAtIONS ...ccicviiie ittt e e st e e s e bte e e e e bte e e e sbaaeeesntaeeesneaaeesans 88
3.6 DHCP SNOOPING ...ivuuirenniiruniiinesiranssinnseresssrssssressssssssrssssresssrsssstesssssssssssssssssssssssssensssssssssnsssrsssssansss 89
B0, 1 INTFOAUCTION .ttt ettt et s e st e st e s bt e e bbeesabe e s bbeesabeesanteesabeesabaeennseesabaeenaseas 89
3.6.2 Preparing for CONTIGUIATIONS ......ccviiii ettt ettt e e et e e e e tte e e e e bte e e e sbaeeeeeanteeeeesteeeeeans 90
3.6.3 Default configurations of DHCP SNOOPING ......eeeiiciiiieiiiiieeceitie e ettt e ecttee e et e e e tte e e e eatae e e eenreeeeeans 90
3.6.4 Configuring DHCP SNOOPING.....ccoicuiieeeeiiieeecitiee e e ettt e e e ectte e e e eetteeeeeetteeeeeebteeesesteeeeessseesaassneessasseseesnns 90
3.6.5 Checking CONTIGUIAtIONS ....cc.viiie ettt e et e e ette e e e et e e e e ebte e e e ebeeeeeebtseeeentaeeeeasseaaeanns 91
3.6.6 Example for configuring DHCP SNOOPING ......vviiiiiiiieeeciiee e et e e ettt e e e eettee e e eette e e e etaaee s entaeeeseneeeeeeans 91
A0 1 5 [0l o ] 4o 4 - Rt 93
% R [ 01 o To [N o1 4T ] o S PP PTSPUPPUTPPRIN 93
3.7.2 Preparing for CONTIGUIATIONS ......ccuiiii ettt e e et e e e e tte e e e e bte e e e ebaeeeesabteeeeenteeeeeans 94
3.7.3 Default configurations of DHCP OPLiON ......ccuuiiiiiiiiie ettt ettt e ettee e e et e e e eatee e e eatae e e eenreeeeeans 94
3.7.4 Configuring DHCP OPLion field.........cooouiiiiieiee ettt et e e e e e e bte e e e e naeeeeeaes 95
3.7.5 Checking CONfIGUIAtIONS ...cciuiiiie ittt e e e ett e e e et te e e e s btee e e sbteeeesntaeeesneaeeeanns 95

L 0 o 96
0 1o o (1ot ' TN 96
A.1.0 SEIVICE MOUEBL..ciiiiiiiiiiiiie ettt st s e e sbbe e st e e s be e e sabeesabaesbaeesabaeesabeesataesasbeesabeesnses 96
o A o g o] AV o U [ P U P PP PP PP PP PP PP PPPPPPPPP 97
4. 1.3 Traffic ClasSifiCatioN .....eiiuiiieiee ettt st e e sbe e ssbte e sabaesaneesabeesnees 97
O 1Y & ol o LoV AR 99

Orion Networks vii



Orion Networks

AL0E/A28E/A28F Configuration Guide Contents
A, LS P O I Y MNP PING coeeeiieiiiiie e a e 100
4.1.6 CongestioN MaANAGEMENT ..ccciii i 100
4.1.7 Rate limiting based on interface and VLAN .......coo i e e e e e e 101

4.2 Configuring Basic QUOS.......ciiieeeiiiiiieniiiiieniiiiieneiiiiieasiiiiieseiiiiesssisiienssstressssssssssssssssnssssssanssssssannss 102
4.2.1 Preparing for CONfIGUIatioNS .......covcuiiiiiiiiiie ettt e s bee e s ee e s eares 102
4.2.2 Default configurations of basic QOS.......c..uiiiiiiiiiiiiece e 102
v/ e B L o1 o T o T= 2 =4[] o -1 I @ Lo 1 NSRRI 102
4.2.4 Checking CONfIGUIAtioNS ... .ciii it e e e e e e s be e e e s abe e e s esabeeesenarees 102

4.3 Configuring traffic classification and traffic policy.........ccceeiiiiiniiiiiinciiiiiiciiiiic e, 103
4.3.1 Preparing for CONfIGUIatioNS .......coucuiiiiiiiiee ettt s e e s abee e s eares 103
4.3.2 Default configurations of traffic classification and traffic policy........ccccecvieiiiiiiiiiniii e, 103
4.3.3 Creating traffic classifiCation ........oocuiiiiiiiie e 103
4.3.4 Configuring traffic classification FUIES ........covviiiiiie e 103
4.3.5 Creating token bucket and rate limiting rUIES........ccveeieiiiii e 104
4.3.6 Creating traffiC POLICY ..ooccueei e e e et e e e e e te e e e e nbee e e e earaee e earees 105
4.3.7 Defining traffic Policy MapPing ....ccceeee et e e e e bee e e e b e e e e enres 105
4.3.8 Defining traffic policy OPEratioNS.........ccccuiiiieiiee e et e e e eb e e e e s 105
4.3.9 Applying traffic policy tO INTEITACES ....cccuviieeeeee e 106
4.3.10 Checking CONfIGUIatiONS .....ccuiiiee ettt e et e e e et e e e e et e e e e eateeeeenteeeeennseneeennsees 107
4.3.00 MAINTENANCE ...eetiiieee ettt ettt e e e e ettt e e e e e s e s e s bt e teeeee s e s nebeteeeeee e e annraeeeeeeeesannreneeeeeaann 107

4.4 Configuring Priority MapPPiNg....cccceeecciiieiciiiieireiireieeerreeeeeereneseesrenssessrensssssrenssessrenssssssennnsssrennes 107
4.4.1 Preparing for CONIGUIAtIONS .......ccociiiiiiiiie ettt e et e e e e e e e e e nta e e e e nraeeeennes 107
4.4.2 Default configurations of Dasic QOS..........uiiiiiiiiiee e e e 108
4.4.3 Configuring interface trust priority tYPe ... s 108
4.4.4 Configuring CoS 10 10Cal PriOrity ciiicviieieiiiie et sree e s s ee e e eanes 109
4.4.5 Configuring mapping from DSCP to local Priority ...ccceeeecieeiiiciiie et 109
4.4.6 Configuring mapping from local priority to DSCP .......coocuiiiiiiiiiieecee et 109
4.4.7 Configuring all-traffic modification on the interface .........ccoovveeeieiie e, 110
4.4.8 Configuring specific-traffic modification.........cc.eeiiiiiiici e 110
4.4.9 ConfigUring COS COPYINEG «.vveeiiiirieeiiiiieieitieeeeiiteeeesteeeestteeeesabeeeessraeessabaeeesstaseessseeesansseeesannsens 110
4.4.10 Checking CONfIGUIAtIONS ....ccccuiiiiecciiee ettt e e s e e e st e e e e s tbe e e e esbaeeesnreeeeensees 111

4.5 Configuring congestion Management.....c..cciiieiiiiiieiiiiiieiiiirenie et renessssrenesesssenesssssanesssssaness 111
4.5.1 Preparing for CONIGUIAtIONS .......ccccuiiiieiie ettt et e e et e e e tre e e e e aree e e eareee e e nnes 111
4.5.2 Default configurations of congestion ManagemMeNnt ..........coooccvieeieiiiee e e e 112
4.5.3 Configuring SP qUEUE SCHEAUIING.......oii ittt e e e e bee e e e eabee e e eares 112
4.5.4 Configuring WRR or SP+WRR queue scheduling............ccuvvieiiiii it 112
4.5.5 Configuring qUEUE TranSMISSION FA........uiieiiiiiie et e ettt e e eree e e ertre e e e e b e e e e abee e e enbeeeeennes 112
4.5.6 Checking CONFIGUIAtIONS .....ccic ettt e e e e e et e e e e e tte e e e e nbeeaeenraeeeenses 113

4.6 Configuring rate limiting based on interface and VLAN .........cccuuiiiiieeciiiececirreeeceereeeeeeeeenneeeeennns 113
4.6.1 Preparing for CONIGUIAtIONS .......ccocuiiiieiiiiee ettt e et e e e tre e e e e abee e e e aree e e enres 113
4.6.2 Configuring rate limiting based on iNTEIfACE .......ccccueieeciiii e 113
4.6.3 Configuring rate [imiting based 0N VLAN ..........oii ittt e et e e earae e e e 114
4.6.4 Configuring rate limiting based 0N QINQ .....cccuviiiiiiiiiecciee e e e e e ee e e e 114
4.6.5 Checking CONfiGUIatioNS ......cicciiiii et e st e e e e be e e e e abae e s eabeeeeennees 114
4.6.6 MAINTENANCE ....eiiiiiiiii ittt e e s e e e e e e s e b et e e e e e e s e ne b e n e e e e e s e s nrreneeeeeeens 114

4.7 Configuring @XamPIES........iiieeeiiiiieiiiiieeiireeetreneee s reneseesrenesssrenessssrensssssrensssssrenssssseenssssssannns 115
4.7.1 Example for configuring congestion ManagemMeENnt ........ccueveeiciieeeciieee e ree e e 115
4.7.2 Example for configuring rate limiting based on interface.......cccccooecveeeiicei e, 117

L V1L o7 T 119

Orion Networks viii



Orion Networks

AL0E/A28E/A28F Configuration Guide Contents

L 0 YT T 119
5.1.2 IGIVIP SNOOPING wetttttitiuitiiiiiiiiiiiiii s nnnnnn 121
LT 2 1YV ST PSPPSRSO 122
5,104 IMIVR PrOXY cuuuueiiiiititiiiiee et e eettetee e e s e e e ettt ee s e e e e et e aab s eeeeeeeaebaa e s eeeeaaesasasseeeaesesesanasseeesenesssannsesenans 122
oI B (1Y 1 =T o T oY - SRS 123
5.2 Configuring IGIMIP SNOOPINEG.......ciiiiuuiiiiimiiiiiinieiiinisiienieiiensisitessisissssistesssssstssssssssesssssssannss 124
5.2.1 Preparing for CONfIGUIAtIONS .....ciicuiiiiiiiiie ettt e e e e e s e e e e enbaeeessaneee s 124
5.2.2 Default configurations of IGIMP SNOOPING .....uveviiiiiiiiiiiiieecieie ettt e e srree e s saneee s 124
5.2.3 Enabling global IGIMP SNOOPING .....uutiiiiiiiiiiiiieeecieee et te ettt e e st e e ssrae e e ssaaeeessneaeeessnsraeessnnneees 125
5.2.4 (Optional) enabling IGMP SNOOPINE ON VLANS ......cccciieiieeccieeetee ettt e eteeesere e et e e sraeesreeesnneeens 125
5.2.5 Configuring the multicast router iNterface ... e 125
5.2.6 (Optional) configuring the aging time of IGMP SNOOPING........cccceeeiiieiieeecie e 126
5.2.7 (Optional) configuring inStanCe l€aVING .......cccueiiieeiiie et eee s ee e s raeesnneeens 126
5.2.8 (Optional) configuring static multicast forwarding table.........cccccovviiriiiiiiccce e, 127
5.2.9 ChecKing CONfIGUIAtIONS .....cc.uiiie ettt e et e e e et e e e st e e e e e ataeeeensaeeeensaeeesannreeens 127
5.3 CoNfigUrING IMIVR.......... o eeeiiiiieccrteiiecreeea e s eennseseenaseseensssssennsssssennsssssenasssssennsssssensssssnenansnsnennnn 128
5.3.1 Preparing for CONTIGUIAtIONS ......cccuuiiiieiiie ettt e et e e et e e e e eata e e e esata e e e ensaeeeeennaeeans 128
5.3.2 Default configurations of MVR.........oooiiiiiiiie ettt e e e e e e saaa e e e e snbae e e seanaeee s 128
5.3.3 Configuring MVR basic iNfOrmation ..........coccuiiiiiciiie ettt e e e et e e aaeee s 128
5.3.4 Configuring MVR interface information...........oooeciiiiiiciii e 129
5.3.5 ChecKing CONfIGUIAtIONS .....cc.uiiieeciiee ettt e et e e e ettt e e e e ta e e e eataeeesnsaeeeensreeesannaeeans 130
5.4 CoNfiguring IMVR PrOXY ......ccceeuuiiiiemmniiriennniereennssestennsseseenssseseensssssennssssssnsssssssnsssssssnsssssssnssssssennes 130
5.4.1 Preparing for CONTIGUIAtIONS ......cccuuiii ittt e e et e e e ta e e e e eata e e e s sata e e e e ntaeeesennaeeens 130
5.4.2 Default configurations Of IGIMIP PrOXY .......coccuuieiiciiieiiiiiieeeiiiee e ettt e e ssivee s ssveee s sssaeeessnsseessssneees 131
5.4.3 CoONFIGUIING IGIMIP PrOXY ...eeiicuiieeiiiuiiieieitiieseittteeeseiteeessateeessntaeessnsaeessnsseeesnssseesssnsseeesnnsseeessnsseeen 131
5.4.4 Checking CONfIGUIAtIONS ...cciicuiiie i ceee ettt e e st e e s bt e e e e sabae e e ssneaeeesnnsreeessnnneeenn 132
5.5 Configuring IGIVIP filt@riNg ...ccucieeuiiiniiiiiiieeiiiieereeirteerteeerenereanerensesensesensserensssensersnssssnsessnsassnne 132
5.5.1 Preparing for CONfIGUIAtioNS .......ccuiiii ittt e e e e e e snaa e e e e rnsae e e e s aneee s 132
5.5.2 Default configurations of IGMP filt€riNg ......c..eeeieciiiiiiiiie e 133
5.5.3 Enabling global IGIMP filtEFING ..cccveeeeieiee e e e e sae e e s eaeaeee s 133
5.5.4 Configuring IGMP filt@rING FUIES.......eii et e e e e saae e e e aaeee s 133
5.5.5 AppIYing IGIMP filtEIING FUIES ..eeeieeeiee et e e et e e e srtae e e s eaaeee s 134
5.5.6 Configuring the maximum multicast group NUMbDET .........ccciiiiiiiiii e 134
5.5.7 Checking CONTIGUIATION ....cccciiiie ettt ettt e e e e e et e e et a e e e e ataeeeensaeeeennsaeeesannneeens 135

L | =TT =T 4 T T T = 135
5.7 Configuration @Xamples.........ceuciiiiiiiiiiiieireiceerreeneereeeneeseeanseesennsssssenassssenasssssennsssssennnsnsennnns 136
5.7.1 Example for configuring IGIMP SNOOPING ......uvviiieiiiiieciiee ettt ettt e st e e e e e e aae e e e e aaeee s 136
5.7.2 Example for configuring MVR @and MVR PrOXY .....c..ueiiiiiiiieeeiiiieeecieeeeecieeeeeeveeeeesseeeeesnsaeeesenneees 137
5.7.3 Example for applying IGMP filtering and maximum multicast group number to the interface ... 140
5.7.4 Example for applying IGMP filtering and maximum multicast group number to the VLAN.......... 142

B SECUNITY cuureenieeniieireerenerenerenteaereaneraseraseresssesssrsserassrassrassresssensssnsssnsssnsssasssasssnssesnsernsernssnanssen 145
00 L Y Y 145
3 0 A [ o Yo [W o1 4T o ST SP TSP 145
6.1.2 Preparing for CONTIGUIAtIONS .......cc.uiii ittt e et e et e e e e ta e e e e arae e e e ntaeeeeenneeaas 146
6.1.3 Default configurations OFf ACL ......c.ueeiiiiiiiiicieie et e s e e e e saa e e e snaa e e e e rstaeeeeenanaea s 146
6.1.4 CONTIGUIING TP ACL...eiiiiiiiieeeciiiee ettt ettt e ettt e e et e e st e e e e e ata e e e eataeeesasaeeeensaeeeennsaeaesansseeesanssneenn 147
6.1.5 CoONFIGUIING IMAC ACL ....vviiiiiiiieeeeieee ettt e ettt e e et e e e et e e e e ata e e e eataeeesataeeeensaeeesnsaeeesanssaeesansaneenn 147
6.1.6 CONFIGUIING IMAP ACL .....eiiiiiiiieeecteee et ee ettt e et e e st e e e et e e e e eata e e e sataeeeensaeeeensaeeeeanssaeesansaneenn 147
T A Y oo V7TV Y I SRS 150

Orion Networks iX



Orion Networks

AL0E/A28E/A28F Configuration Guide Contents
6.1.8 Checking CONfIGUIAtIONS ....cccuiiie ettt e e et e e e s e e e e e sata e e e sntaee e e nsaeeesannaneenn 152
Lo I Y = Y10 (=T 0 =1 (ol PSP PP OPPTPPPPPRROt 152

6.2 SECUre IMAC a0dreSS. . .ccuuueriiiiiiiirenmsssisiiiiimesssssisiiimmsesssssssisssimmresssssssssssssressssssssssssssssssssssssssssns 152
(3 2 R [ d o Yo [1 o1 4T o TSP SP ST 152
6.2.2 Preparing for CONTIGUIAtIONS .....ciiciiiiiciiie et s e e s e e s e e e e e ssbae e e s snnneee s 154
6.2.3 Default configurations of secure MAC address........cuivciviiiiiiieieriiieeeeciree e srree e e srre e e s saeee s 154
6.2.4 Configuring basic functions of secure MAC address........coouciveieiciiiieeniiieee e esree e seeee s 154
6.2.5 Configuring static SECUre MAC @ddreSS.....civuuiiiiiciieeiiiiee e ecitee e ssree e e ssrre e e s srae e s s saaeeesssreeessnneees 155
6.2.6 Configuring dynamic SecUre MAC @ddreSsS ......cceecueeeiiiiieeeiiiieeesiieeeeseireeessreeeessreeeesssseeessssseees 156
6.2.7 Configuring Sticky SECUre MAC QeSS ...cccuiiiiiiciieeiiciiie e ecitee et e st e e s sree e e ssareeessbraeessnneees 156
6.2.8 Checking CONfIGUIAtIONS ...cciiuiiii ettt e e s a e e e ssabae e e ssnraeaeesnsaeeessnnneeeen 157
6.2.9 IMIAINTENANCE ..eetiiiii ettt ettt e e ettt e e e e s sttt e e e e e s s ababaaeeeeeessansbbaaeeeessasanssnaeaeeessannnnn 157
6.2.10 Example for configuring secure MAC @ddress .......ccoecuiiieiiiieeeniiieee e esree e sseee e e sreeeessaneee s 157

6.3 DYNamic ARP iNSPECEION......ccciiiuiiiiiiieiiieniiteieiieeiiineitieessienssienstsnsssrnssssnssssssssssnssssnssssnsssanssssnns 159
70 700 N 12 o Yo 18 ot o o TP PSS 159
6.3.2 Preparing for CONTIGUIAtIONS .......ccuviii ettt e e etr e e e e sara e e e s sara e e e e nsaeeeeennneeens 161
6.3.3 Default configurations of dynamic ARP iNSPECLION.........eeiieiiiiieeiiiee e e 161
6.3.4 Configuring trusted interfaces of dynamic ARP iNSPeCtioN .........ccuveeeiiieieeciieee e 161
6.3.5 Configuring static binding of dynamic ARP iNSPECLION .......cccvviieeiiieieciiee et 162
6.3.6 Configuring dynamic binding of dynamic ARP inSPection ........cccccueeeeiiiieiecicieee e 162
6.3.7 Configuring protection VLAN of dynamic ARP inSPeCtion ........cccccuveeeeciiieieeciee e 162
6.3.8 Configuring rate limiting on ARP packets on the interface........ccccoeeveiieieecciee e, 162
6.3.9 Configuring global ARP packet rate limiting auto-recovery time.........ccocceeeecieeeeciieeeccceeee e, 163
6.3.10 Checking CONfIGUIAtIONS ...c..uiiii it e e e e e e e s raba e e e s sbbeeesanaaeees 163
6.3.11 Example for configuring dynamic ARP iNSPECLION .....c.vvvviiiiiiiiiiiiiec e 163

6.4 RADIUS .....coeieeiiiiiiiiireteisiit it esaessse s tr e s s sassssssssreesssasssssssssnrnsssssssssssssnresssssssssssssnnesnnnssssssssens 166
3 30 R [ oY o Yo 11 o1 4o o TSP SP SR 166
6.4.2 Preparing for CONfIGUIAtIONS .....c.ccuiiii et e e e e e e e e e e e sssae e e e sneaeee s 166
6.4.3 Default configurations of RADIUS ..........uiiiiiiiie ettt e e sre e st e s e saaa e e ssaneee s 167
6.4.4 Configuring RADIUS authentication .........ciiciiiiiicciiee et aae e 167
6.4.5 Configuring RADIUS @CCOUNTING .....vviiiiiiiie ittt ettt e s stre e e sva e e e s saae e e ssaeaeeeesnsaaeessnnneees 168
6.4.6 Checking CONfIGUIAtIONS ....cccuiiie ittt e et e e et b e e e sata e e e esntaeeeesnsaeeeesnnneeens 168
6.4.7 Example for configuring RADIUS ...........uiiii ittt eetee e e et e e e e e aa e e e s eaae e e e nnbeeesennaneans 169

6.5 TACACST ceuuieuiieiiiaiiiuiituiieesiasinietsiteeiteesiosstosstsssrssessstesssssstassssssssssssssssstosstassssssssssssssssssasssnsssnsssnss 170
(ST A [ o To [N o1 AT o KA PSPPI TSP 170
6.5.2 Preparing for CONTIGUIAtIONS .......cc.uiiiieeiie ettt e e e e e e e e sta e e e s enaa e e e e ntaeeeeennaeeans 170
6.5.3 Default configurations Of TACACSH ........uiiiieiiiiecccieee ettt ettt eetee e e e etre e e e aae e e senaae s e e nsreeesennseeens 171
6.5.4 Configuring TACACS+ authentiCation .........cccuiiiiiiiiii et et e e e aaeee s 171
6.5.5 Configuring TACACS+ @CCOUNTING ...vviiiiiiiiiieciiiee e ettt e e ettt e e et e e e eete e e e e teeeeseabaeeesensaeeaeansseeesanneeeens 172
6.5.6 Configuring TACACS+ aUthOriZatioN ........ceiieiiiiiecciiee ettt e et e e e bre e e e aaeee s 172
6.5.7 ChecKing CONTIGUIAtIONS .....c.uiiie ettt e e e e et e e e et e e e e e ataeeeeensaeee e nsseeesannneeens 173
B.5.8 IMIAINTENANCE ...ceiiiii ettt ettt e e e e ettt e e e e e s b e b et e e e e e e e s anbbbeeeeeeeseeannnrneeeeeeeeannnne 173
6.5.9 Example for configuring TACACSH .....cocuiiieeciiie e eitee ettt ertre e e et e e e s sar e e e e saa e e s ssnsaeaeesntbaeeesnnneees 173

6.6 STOIM CONEIOL..c..uuiiiiiiiiiiieiiiiiiiiiireiessiseiirrrersesssssstreresasssssssssnnesnsssssssssssnressssssssssssssnssnnssssssssssns 174
6.6.1 Preparing for CONTIGUIAtIONS ......cccuiiii et e e e rrr e s e snea e e e e ntae e e e neaeee s 175
6.6.2 Default configurations of Storm CONtrol...........ooiiiiiiiiciiie e 175
6.6.3 Configuring STOrM CONTIOL ... ..viiiiiiiie e e e e e e rra e e e s raaa e e e e nabaeeessnnaeee s 175
6.6.4 Configuring DLF packet fOrwarding..........ceicciiieiiciiieiceie ettt e e sa e e e saae e e s saaeee s 176
6.6.5 Checking CONfIGUIAtIONS ....cccuiiie it e e e s ar e e e e aar e e e ssneaeeeenntaaeeennnaeeen 176
6.6.6 Example for configuring storm CONLIOl .......cc.uviiiiiiiii e e 176

Orion Networks X



Orion Networks

AL0E/A28E/A28F Configuration Guide Contents
T -0 7 2 S 177
T % B 1o o o 18 ot o o TR PRSPPI 177
6.7.2 Preparing for CONTIGIrUAIONS .......ccuviii it e e e e et e e e s rata e e e e ntaeeeeenaanea s 179
6.7.3 Default configurations Of 802.1X......ciiiciiiiiiiiiieieciiee et e e s e e s saae e e s sbreeessaneee s 180
6.7.4 Configuring basic fuNCLioNS Of 802.1X.....ciiiiiiiiiiiiieeecieee et s e e s sbre e e s sareee s 180
6.7.5 Configuring 802.1X re-authentiCation ........cccuiiiiiciieiiiie e aree s 181
6.7.6 CoNFiGUIING 802.1X tIMEIS .cuuiiiie i it eccitee ettt et e e st e e s e e e e seate e e e seabaeeessnbaeeeesnsaeaeenssaaeessnnneeean 181
6.7.7 Checking CONfIGUIAtIONS ...cciiiiiie ettt e e st e e st e e e s sabae e e snbaeaeennsaaeessnnneeesn 182
B.7.8 IMIAINTENANCE ..ceeiiiiieiieeeee ettt e ettt e e e e s s b et e e e e e s s ababeeeeeseessaansbbaaeeeeesesanssnaeaeesssanannn 182
6.7.9 Example for configuring 802.1X ......uuiiiciiiiieiiiieeecteee e eeiree et e e srree e e ssrre e e ssraeesssneaeeessnsraeesnnnneees 183
6.8 IP SOUICE GUANM ....ceuvuiiiiinniiiiiiuniiniiiuiieiiennsietienssientesssssmsensssstsenssssssssssssssssssssssssssssssnsssssssnssssssannss 184
(3230 A [ d o Yo [1 o1 4T o PSPPI 184
6.8.2 Preparing for CONTIGUIAtIONS .....ciiciiiiiciiie ettt e e e e e s sba e e e ssbaeeessaneee s 186
6.8.3 Default configurations of IP SOUICE GUAId........ccccuiiiiiiiiiiiciiee et e e aaeee s 186
6.8.4 Configuring interface trust status of IP SOUrCe GUArd .........ccceeeeiiieeeeiiiiee e e e e 186
6.8.5 Configuring IP Source GUIde DINAING ......cooieiiiiiiiiee e e e e aae e 186
6.8.6 Checking CONTIGUIAtIONS .....cc.uiiie ettt e e e e e et e e e et a e e e e aaaeeesnsaeeeensbeeeeannaeeans 188
6.8.7 Example for configuring [P SOUIMCE GUAId ........coeecuiiiiieiiiie ettt ere e e e e e e aae e e e aaeee s 188
6.9 PPPOET ...cccieieeeniiiiiiiiinennsssssisiiiiesesssssssissismmeessssssssssssnesssssssssssssssesssssssssssssssesssssssssssssssssssssssssssssns 190
L3RS T8 N 1o o Yo 18 ot o o TP PSSR 190
6.9.2 Preparing for CONTIGUIAtIONS .......ccuviiiieiiie ettt et e et e e e e eta e e e e saaa e e e e nsaeeeeennaeeean 191
6.9.3 Default configurations Of PPPOE+ ........c.uiiiieiiiieiccieee ettt e ettt evte e e e aae e e s eaae e e e nareeeeennneee s 192
6.9.4 Configuring basic fuNCLIONS Of PPPOE ...........iiiiiiiiiii ettt e et e e e e e e eare e e e aaeea s 192
6.9.5 Configuring PPPOE+ packet infOrmation ..........coeiiiiiiiiiiiec ettt e 193
6.9.6 Checking CONfIGUIAtIONS ...cccicuiiiiiciiee ettt e e e st e e st a e e e e sabae e e snaaeeesnsreeeennnaeees 195
6.9.7 IMAINTENANCE ..etiiiiii ittt ettt e e e e ettt e e e e e s st beeeeeeesssaasbabaeeeesssssssssssaaaeeessasssnsnaeaeesssnnsnnns 195
6.9.8 Example for coNfigUring PPPOE+ .......ooi ittt e et rre e e e e e e e e sabraaeeee e e eeennnes 195
(o0 (0 WaToY's] o 1= Tl (o (=1 4= ot o T Yo (R 197
6.10.1 INTrOTUCTION w.eiiiiieiii ettt et ettt e sat e s bt e e st e e sbeesabeesabeeesabaesabaessseesabeeenaseens 197
6.10.2 Preparing for CoNfigUrations ......c..ceiiciiii i e e e sarae e e e raaeee s 198
6.10.3 Default configurations of loopback detection ........ccccveiveiiiiiiiiiie e 198
6.10.4 Configuring |00phack deteCLION......ccccuiiii it e e e aaeee s 199
6.10.5 Checking CONFIGUIATIONS ... ..viii ittt e et e e et e e e e tb e e e e abaeeesnsaeeeensaeeeeannaeeans 200
6.10.6 IMAINTENANCE ..ceeiiiieee ettt ettt e e e e e e ettt e e e e e e s ab e beeeeee e e e s nnrebeeeeeeeeaaannreneeaeeessaaannne 200
6.10.7 Example for configuring loopback detection ...........ccccuviiieciiiie e 200
0 T = T 7= ot ' o 202
3 00t I [ 1 o To [ o1 T o I PSPPSRI 202
6.11.2 Preparing for CONFIGUIAtIONS ........uiiiieeiiie ettt et tre e e e e e e e eara e e e e nbae e e e nnaeee s 202
6.11.3 Configuring liN@ dELECTION......ceicciiiie et e e e et e e e ta e e e e ata e e e e ataeeesennaeeens 202
6.11.4 ChecKing CONFIGUIATIONS ... .uviii ettt et e et e e et e e e et a e e e e aaaeeeenseseeensaaeesannaneens 202
6.11.5 Example for configuring liN€ deteCtioN .........ceiiiiiii e 203

7 ReIADIIITY «ceeueeieenieieniitiietererteeiereeneeteeneeteneereenesrenseernsseseasessenseseanssensssssnsesensssssnsessnnsessnssesenn 205
7.1 LinK @8EregatioN. . ...cciceiiiieiiieiiieieiieiiieeietenitensertnssstnssetesserensstensessnssssnsesensssrenssssnsessnssssnsessnssanne 205
% 0 R [ o Yo [W ot 4T o ST SPTU ST 205
7.1.2 Preparing for CONTIGUIAtIONS .....ccccuiiii ettt e e e e rar e e e e sata e e e e rntaeeeesnaaeea s 206
7.1.3 Default configurations of link aggregation........c..cuuei i 206
7.1.4 Configuring manual link aggregation ... e e 207
7.1.5 Configuring static LACP link @aggregation..........ceeciiiiieiiiie ettt e e s e aaeee s 207
7.1.6 Checking CONfIGUIAtIONS ....cccuiiieeciiee ettt e e e e et e e st e e e e ata e e e ensaeeeensraeeeannneees 209

Orion Networks Xi



Orion Networks

AL0E/A28E/A28F Configuration Guide Contents
7.1.7 Example for configuring manual link aggregation ...........cceccvveieiiiee e 209
7.1.8 Example for configuring static LACP link aggregation ..........cccveevciieeeeiiiieeeecieee e ecvee e 211

2 2 11111 - V(=T < Y- 1ol (U « 213
2% 2 R [ 51 o Yo [1 o1 4T o PSPPI 213
7.2.2 Preparing for CONfIGUIAtIONS .....ciicuiiii ittt e e s e s s e e e e s esbaeeessnnneee s 215
7.2.3 Default configurations of interface backup........occuveiiiiiiiiciiii e 215
7.2.4 Configuring basic functions of interface backup......ccccccveiiiiiiiiiiiiiii e 215
7.2.5 (Optional) configuring force switching on iNterfaces........ccccvuvevveeicii i 216
7.2.6 Checking CONfIGUIAtIONS ...ciiiiiiii it cceee et sr e e st e e e e ssabae e e ssnsaeaessnseaeesnnnaeeeen 216
7.2.7 Example for configuring interface backup .......coovuiiiiiiiii i 217

785 31 2= 1 oL = 219
8 79 A [ o Yo [¥ o1 4T o TSP SP ST 219
7.3.2 Preparing for CONTIGUIAtIONS .....ciicuiiiiiciiie ettt e e s e e s e e e e snbaeeessnsneee s 219
7.3.3 Default configurations of fAillOVET ...........eei i 219
T N oY o T =(W a1 V=48 =11 (oY= SR 220
7.3.5 ChecKing CONfIGUIAtIONS .....ccuiieeecieiee ettt e e et e e e et e e e s et e e e e aaaeeesnsaeeeenseeeesannaeeens 220
7.3.6 Example for configuring faillOVET ........o.uviii i e e e 221

T8 STP eiiiiiiiieieesiieiiteressesssiessttesessssssssssstneresssssssssssseesssssssssssssssesssssssssssssssesssssssssssssssessnnsssssssssns 223
% 35 R 1 o Yo 18 ot o s TP PSSR 223
7.4.2 Preparation for CONfIGUIAtioN .........coi it e e e e e e rre e e e eaaaeee s 225
7.4.3 Default configurations OF STP........uiii ittt ee e e e e rra e e e s sata e e e e ntaeeesennseeean 225
O o =Y o1 1 Y= I PSR 226
7.4.5 Configuring STP ParamEteIS. ....cccccuuiieieiiiieeeiteeeeeiteeeeesteeeeesteeeeessaeeeessseseessssseesanssssesassaneesansseeens 226
7.4.6 Checking CONfIGUIAtIONS ...cciicuiiii ittt e e e st e e st e e e s sabae e e sntaeeesansreeesnnsneeean 227
7.4.7 Example for CONFIGUITNEG STP ...eii ettt et e e rtr e e e e e e e e s ntae e e sestaeeessnnneeen 227

781 I 230
/870 R [ 51 o Yo 11T o1 4T o TSRS 230
7.5.2 Preparation for CoNfigUration ..........coociiiiieciiie et 233
7.5.3 Default configurations Of MISTP .......coiiiiiiciie et et e e e e e s sa e e e e aae e e s saaeee s 233
7.5 4 EN@DIE IMISTP .ottt ettt ettt et e st e e s a b e s bt e e sabeesabbesabeesabeeesabaesabaeenteesbeeennreea 234
7.5.5 Configuring MST domain and its maximum hop COUNt ......ccuviiiiiiiiee i 234
7.5.6 Configuring root bridge/backup Bridge .......c.cocvveieiiiiiiiiececeeeee e 235
7.5.7 Configuring device interface and SySte@mM Priority .......ccceeeeeciiieeeciiiie e e 236
7.5.8 Configuring network diameter for switch NETWOIK ..........ooocviiieiiiiiece e 236
7.5.9 Configuring inner path overhead for interfaces........ccoouueiiiciiiecciee e 237
7.5.10 Configuring external path cost for iINTEIfaCe ......ccuviieeiiii i 237
7.5.11 Configuring maximum transmitting speed for interface........cccccveeeeciieieecciiee e 238
7.5.12 CoNFIUIING IMISTP TIMBI ccceeiiiee ettt ettt e e et e e e ettt e e e et e e e e e abaeeeeensaeeesansaeeeenssaeasanneneens 238
7.5.13 Configuring €dge INTEITACE. ....cccc it e e e e e e e ta e e e s eata e e e e ataeeeeennaeee s 239
7.5.14 Configuring STP/MSTP MoOde SWILCRING .....cccveiiiiiiciee ettt e evee e 239
7.5.15 CONFIUIING lINK LY P .uvriiieeiiiee ettt et e et e e ettt e e e et e e e e abaeeeeeasaeeeensaeeeeanseeeesannseeens 240
7.5.16 Configuring root interface ProteCioN ........c.ueeieciiiiieiiiie ettt e e e e aae e e e anee e 240
7.5.17 Configuring interface l0OPGUAId .......cuuiii it e e e e aae e e e aaeee s 241
7.5.18 Executing MCheck OPeration..........ciieuiiii i e e e e e e e e raaeee s 241
7.5.19 Checking CONFIGUIAtION ..oiiiuiiii et e et e e et r e e e e aa e e e s rnea e e e entbeeesannaeees 242
7.5.20 IM@INTENANCE ..ciiiiiiiee ettt e e e s e st e e e e s s e e b e et e e e e s e s aae e e e s s sannnne 242
7.5.21 Example for configUring IMISTP .......coo ittt et e e e e e s e snaa e e e e sataaeeesaeaaee s 242

7030 2135 S 248
7.6, 1 INTFOAUCTION c.eviiiiiieeiee ettt ettt ettt e st e e st e e sate e sba e e sabeesabaeesbeesabeeesabeesabaesssaesabaeensseenns 248
7.6.2 Preparing for CONfIGUIAtIONS .....ccccuiiii ittt e e e raa e e e e saaa e e e e ntaeeeesnaaeee s 248

Orion Networks Xii



Orion Networks

AL0E/A28E/A28F Configuration Guide Contents
7.6.3 Default configurations Of ERPS ........oooiiiii ittt e e et e e e st e e e e entae e e e enraeee s 249
7.6.4 Creating ERPS MG ... s 249
7.6.5 (Optional) creating ERPS SUD-TING ....ccicuiiiiieiiie ettt eetre e e aae e e e raae e e esaaaeeeeenenaee s 251
7.6.6 Configuring ERPS fault det@Ction .....coocviiii i s 252
7.6.7 (Optional) configuring ERPS SWitChing CONTIOl .......cccviiiiieeiiiecee e 253
7.6.8 Checking CONfIGUIAtIONS ...cciiuiiie ittt et e e st r e e e s sabae e e ssnbaeaeesnsaaeesnnsneeeen 254
7.6.9 IMIAINTENANCE ..ettiiiii ettt ettt e e e ettt e e e e s ettt e e e e e e s ababeeeeeeeessanbbbbaeeeeesesannssbaeaeesssanannn 254

T.7 RRPS.....ceieiieciiictiitiieeieeteerastesseestesstasstasssnssesssesstasssasersssssssssssssstasstasssnsssnssenssasssasennsesnsssnns 254
2 8 R [ o Yo 11 o1 4T o TSP 254
7.7.2 Preparing for CONTIGUIAtIONS ......iccuiiiiiciiie ettt e e s e e s srae e e e enbaeeeesnnneee s 256
7.7.3 Default configurations Of RRPS .......coiiiiiiiiie ettt e s sra e e e snrae e e s snaneee s 257
7.7.4 Creating RRPS ...ttt ettt et e e sttt e e e e e e st b e e e e e e e e s s sanbebeeeeeeesesaunbrbaeeeeeesannnne 257
7.7.5 Configuring basic functions Of RRPS ........coiiiiiiiiie e ree e e 257
7.7.6 Checking CONfIGUIATION ...cciiiiiiie ettt e e e ettt e e e st a e e e erata e e e sntaeeeeensaeeesannaneenn 259
A B\ Y101 =T 0 =1 (ol PP OO P PSP PP OPPUPUPPPTROt 259
7.7.8 Example for configuring Ethernet FiNG .......occuiiiieciiie et 259

<2010 LY L 262

= 20 = 1V S 262
LS 0 0 A T {0 Yo [T o1 [ Y o ISR 262
8.1.2 Preparing for CONFIGUIAtIONS ......cccccuiiii ettt e e et e e e ae e e e e nbae e e e nree e e ennes 263
8.1.3 Default configurations OF EFIM .........uuiiiiiiiiie ettt e e et e et e e e e ta e e e e nbae e e eanes 264
8.1.4 Configuring basic fuNCLioNS OF EFIM .....c..uviiiiieeecee ettt et e e e e e 264
8.1.5 Configuring active functions Of EFM .........ooiiiiiiiiceeee ettt e e e e e 265
8.1.6 Configuring passive fUNCLiONS OFf EFM ........coooiiiiiiiieec ettt et e e e e e 267
8.1.7 Checking CONfIGUIAtioNS ... .ciii it e e e e e e s e e e s rbee e e e sabeeesearees 268
818 IMAINTENANCE ...euiiiiiieie ittt ettt et e e s e ettt e e e e s e s st teaeeeesssasasbbataeeeesssasssbaaaeeeesssasssseaaaeessnns 269
8.1.9 Example for configUring EFIM .....ccocuuiiiiiiiiie ettt see e e ree e s aee e s abe e e e s nbee e e eanes 269

= 0 O | S 270
8.2. 1 INErOAUCTION .ttt ettt et e st e st e e sab e e sabeeesabeesabeesasbeesabaeebbeesaseesaseeenareenns 271
8.2.2 Preparing for CONFIGUIAtioNS .......coccuiiiiiiiiie ettt e e e e e s abee e e s ae e e eares 272
8.2.3 Default configurations Of CFIM .........uuiiiiiiiiecciee ettt e e e ree e s e e s bee e e s b ae e s e ares 273
8.2.4 ENADBIING CFIM ..ttt ettt ettt ettt e st st e sab e e sabeeesabeesabeesabteesabaeebbeesataesbeeenareaas 274
8.2.5 Configuring basic CFM fUNCLIONS ......oiiiiiiiiee ettt e bre e s s ee e e e 274
8.2.6 Configuring fault deteCtiON .......veiiiiiie e e e e e s e e e e 275
8.2.7 Configuring fault ackNOWIEBAZEMENT.........eiiiiieeeeeee e e e e e e e 277
8.2.8 Configuring faUlt lOCAtION......c..viiiieiiee et e e e et e e e e tbe e e e e abae e e eareeeeennes 278
8.2.9 Checking CONFIGUIAtIONS .....ciic ettt et e et e e et e e e e abe e e e e ate e e e entaeaeennreeaeenses 279
8.2.10 MAINTENANCE ....eeieiee ettt ettt e e e e e ettt e e e e e e e e et et e e e e e e e e nbba e eeeeee e e nsreeeeeeeeesaansreneeeaeaann 279
8.2.11 Example for confiIgUIING CFM .....c...uiiiiiie ettt ettt e e et e e e e tte e e e e abae e e e araeeeennes 280

25 20 17 PPN 283
0 0 A 1Y i o To [0 4o o TP PRSPPI 283
8.3.2 Preparing for CONFIGUIAtIONS ......cccociiiii ettt e e et e e e et e e e e abe e e e earee e e e anes 283
8.3.3 Default configurations OF SLA...........uiii ettt e et e e e e re e e e e abae e e eareeaeeennes 284
8.3.4 Creating SLA OPEIratioNS ....cccceee e, 284
8.3.5 Configuring SLA SChEAUIING .......oeeiiiieeeeee et e st e e s e e abae e e s ab e e e earees 285
8.3.6 Checking coONfIGUIAtioN .......occciiii it e e re e e e e abae e e eabaee e earees 285
8.3.7 Example for cONfiIGUIING SLA .....ooo ettt e e e et e e e e ae e e e e abae e e s nbaeeeennees 286

9 System MaNAZEMENT .....c..iiuiiiiiiiiiiiicircirei e re e s ra s s s s s a s s e s ra s rannen 288

Orion Networks Xiii



Orion Networks

AL0E/A28E/A28F Configuration Guide Contents
QLL SNIMIP ...ciiiiiiiiiiiiiiiiirersesiseitreressssssssssstnesessssssssssssnesssssssssssssssessssssssssssssseesnsssssssssssssnsnsnssssssssns 288
1S 0 R o {0 Yo [T o1 [ T [P PP PSPPSR 288
9.1.2 Preparing for CONFIGUIAtIONS .......cccciiiiieiiee ettt et e e e tre e e e e bae e s e arae e e enrees 290
9.1.3 Default configurations Of SNIMIP.........ooiiiiiiiiiiie ettt e s sree e s s sabee e s enabes 290
9.1.4 Configuring basic functions of SNIMP V1/V2C......ccoiiiiiiiieiiieieesiee e e ecte et eteeste e e saeereereenreeas 291
9.1.5 Configuring basic functions of SNIMIP V3 ...ttt e s ree e s e 292
9.1.6 Configuring other information Of SNIMP ......cc.uuiiiiiie e e 294
1 I B A oo = (U T o = 1 - o PP PP 294
9.1.8 Checking CONfIGUIAtioNS .....ciii it e e s e e e s sbe e e s esabeeesennees 295
9.1.9 Example for configuring SNIMP VI1/V2C and Trap.....ccceeeueeieerieeiiesiesreeiteesreesreesseesseessnesneesesssenns 296
9.1.10 Example for configuring SNIMP V3 and Trap.....cceecueeeeiiieeeeiiieeeerieeeesreeeesieeesssnseeesssaseeessnnnes 298
LR (C=T=Y YL 300
1 0 A 1Y o Yo [0 o o P PP PP 300
9.2.2 Preparing for CONFIGUIAtIoNS .......coccuiiiiciiiie et et e e e e e e e e e s e nrae e e enres 300
9.2.3 Default configurations of KEEPAIIVE. .........euii it e e e e e 301
9.2.4 ConfigUring KEEPAIIVE ......veeieeiiee ettt ettt et e e ettt e e e st e e e et e e e e e abe e e s enaaeeeenbaeeeennreneeensees 301
9.2.5 Checking CONFIGUIAtIONS .....ciic ettt et e e et e e e e abe e e e enbe e e s enbaeeeennreeeeennees 301
9.2.6 Example for configuring KEEPAIIVE ..........uviieiiiieeeeeee ettt e e e e e e ee e e e 302
0.3 RIVION ...iiiiiiieeeiiiiiiiiinenssssssieiiiieessssssssissssmesssssssssssssseesssssssssssssssesssssssssssssssessssssssssssssssssnnsssssssssns 303
15 70 B T {0 Yo [T o1 [ o [PPSR 303
9.3.2 Preparing for CONFIGUIAtIONS ......cccocuiiiieceie ettt e e e e e e re e e e e nbae e e e nree e e ennes 304
9.3.3 Default configurations of RIMON .........ccccuiiiiiiiiiiceee et ree e et e e e e e e e abae e e e earee e e eanes 304
9.3.4 Configuring RMON STAtiSTICS ....vveiiiiiiieieiiiie ettt e e e te e e s e abe e e e e nbee e e enbeeeeenbeeeeennes 304
9.3.5 Configuring RMON historical StatiStiCS.......ciiiiiiiiiiiiieiciiec e 305
9.3.6 Configuring RMON Qlarm SrOUP ..oceuiiiieiiiee ettt esee et e e et e e e s e e e s sbee e e s snbee e e snnreeessnnees 305
9.3.7 Configuring RMON EVENT SrOUP ..cccuviiiieiiiieeeiiteeeeeteeeesiteeeesiteeeestteeeesabeeeesssbeeessnsseeesssaseeessnnsens 306
9.3.8 Checking CONfIGUIAtioNS .....cii it e e e e st e e e s abee e s eabeeeseanees 306
9.3.9 IMAINTENANCE ....eeieiiiiiee ettt ettt ettt e e sttt e e st e e s abb e e s s b bt e e s nbbeeesannbeeesenbaeesenreeeseareeesenres 307
9.3.10 Example for configuring RMON alarm SroUp.......ccueeeiiiieeeiiiieeeerieeecsieeeesiee e e sevee e s saveee s esaves 307
LR I 0 S 308
9.4, 1 INErOAUCTION 1.ttt ettt ettt et e s bt e s bt e e sabeesabeeesabeesabeesasbeesabeeebbeenaseesaseeenaseens 308
9.4.2 Preparing for CONfIGUIAtioNS .......coccuiiiiiiiie ettt bee e s bee e e s b ae e e earees 310
9.4.3 Default configurations OF LLDP..........ueiiiiiiiee ettt ettt e e tte e e e et e e e e nre e e e eabaeasenraeeeennes 310
Lo T o T Y o LT o T=d=4To] o =1 I I L PP 311
9.4.5 ENAbIING iNTEITACE LLDP.....ooi ettt e e et e e e e te e e e e abe e e e enreeeeennbaeaeenraeeeensens 311
9.4.6 Configuring basic fUNCLIONS OF LLDP.........uviiieiiiee ettt e e e rae e e e e e e eares 311
9.4.7 Configuring LLDP @larmi......ccc ittt ettt e ettt e e e tte e e et re e e e et e e e e enbaeeeenntaeaeenraeeeensens 312
9.4.8 Checking CONTIGUIAtIONS .....ciic it e et e et e e e e et e e e e ente e e e enteeaeennraeeeenses 312
0.4.9 IMAINTENANCE ...ttt ettt e e e e ettt e e e e e e e e ettt e e e e e e e e nebateeeeee e e nnreaeeeaeeeaaansneneeaaeaann 313
9.4.10 Example for configuring basic fuNCtions Of LLDP .......ccccuvivieiiiiie et e 313
L R 21T e 1o 0 L | 316
1S BT A 1Y o Yo [0 4o o TP PP PP PP 316
9.5.2 Preparation for CONfigUIration ........c.ueeiiiiii ettt e e arae e e e 317
9.5.3 Default configurations of extended OAM ..........cooiiiiiiiiiiee e e 318
9.5.4 Establishing OAM lINK ....uvviiiiiiiee ettt e et e e e ree e e st e e e e s sba e e e e abaeeeenbeeeeennees 318
9.5.5 Configure extended OAM ProtOCOIS ......c.uueiiiiiieiieiieee et esee e st e e e sare e e e sabre e e e sareeeeearees 318
9.5.6 Entering remote configuration MOAE ........coooiiiiiiiiiiie e 319
9.5.7 (Optional) showing remote extended OAM CAPACITY ....ccvieiveeeireeerieecieeecree e eere e reeereeesree s 319
9.5.8 Configuring remote NOSE NAMIE .....c..uiiiiiiiie et e e e e e e bee e e e abae e e earees 320
9.5.9 Configuring MTU for the remote deViCe ...t 320

Orion Networks Xiv



Orion Networks

AL0E/A28E/A28F Configuration Guide Contents
9.5.10 Configuring the IP address of the remote deViCe ......ccccvveeeiiiiei i 321
9.5.11 Configuring interface parameters on the remote deviCe.......ccceeevieiiciiiee e 321
9.5.12 Uploading and downloading files on the remote device......cccceeeuveeiicciiee e 323
9.5.13 Configuring remote Network management ... 326
9.5.14 Configuring reMOte VLAN .. ..uviiiiiiiee ettt e et e e e e e s s b e e e sbbee e e ssbeeessnbeeesennnees 327
9.5.15 Configuring remote QiNQL.....cceeeeccuiiiiieee e eeccirree e e e e e eeecreee e e e e e e sstabraeeeeeeeesstbaaeeeeeeeesnasssssaeeaaaens 328
9.5.16 Managing remote configuration filES........uuu i 329
9.5.17 Reb00ting reMOtE DEVICE......uviiiiieiiieicciiie ettt e e e e st e e e s be e e e ssbee e s snbeeesenrees 330
9.5.18 Checking CONfIGUIAtION ....ciiiuiiiiiciiie et e e e e e s s e e e s sbe e e s ssabeeesenanees 330
O.5.019 MAINTENANCE ...etieiiee ettt ettt et e e e ettt e e e e e s e st teeeeeeeseasaebataeeeees e assbbaaeeeesssanssreaaeeaeenns 331
9.5.20 Example for configuring extended OAM to manage the remote device .......ccccceeeeeeevccrrveeeennnn. 331

9.6 Optical MOAUIE DDIM.....ccuuiiiiiiiiiiiinniiiiiniieiiennsietienmisitenssisttesssistsssssssssssssssssssssssssssssssssnssssssanass 333
1S BT A 1Y o Yo [0 o o TP PP UPP 333
9.6.2 Preparing for CONIGUIAtIoNS .......cccciiiiieiiie ettt e et e e e b ae e e e nrae e e eares 333
9.6.3 Default configurations of optical Module DDM .........cooocuiiiiiiiiieecceee e e e 333
9.6.4 Enabling optical MOAUIE DDM .........uuiiiiiiiiie ettt ettt e et e e et e e e e ate e e e entee e e enreeeeennes 334
9.6.5 Enabling optical module DDM to send Trap MESSAZES ......ceeeecurreeeeiirereeeiireeeeereeeeenreeeeesareeeeesnnees 334
9.6.6 Checking CONFIGUIAtIONS .....ciiciieee ettt e e e e e et e e e e e tbe e e e enbaeeeenraeeeennes 334

L= 3 A3 VES =Y o 1 o T - ST 335
1S B8 R T {0 Yo [T o1 [ Y [PPSR 335
9.7.2 Preparing for CONFIGUIAtIONS .......ccccuiiiie ettt e et e e e e e e nbee e e e ntee e e ennes 336
9.7.3 Default configurations of SYSTEM [0F .......eviiiiiiiiie et 336
9.7.4 Configuring basic information of SYSteM I0g.......ccccuiiiiiiiiiiicce e e 337
9.7.5 Configuring syStemM 108 OULPUL ....cccuuiiiieiiiiee ettt ee e e e e s e e e s rbe e e e s nbee e e eanees 337
9.7.6 Checking CONfIGUIAtioNS ... .ciic it e e e e e e s e e e s rbe e e e e sabeeesearees 338
9.7.7 Example for outputting system 1085 t0 |08 SEIVEI.......cccvuviiiiiiiiie et 338

9.8 POWEY MONITOFING ..cuuiiniiiniiiiiiiiiiiiiieiiteiieiieitnctateenstessreseraseraserassesssesssasssnsssnsssnssenssaserasesnsesnsssnns 339
9.8, 1 INErOAUCTION .etiieiieeetee ettt ettt et e s bt e st e e sab e e sabeeesabeesabeesasbeesabeeebbeasaseesaseeenaseenas 339
9.8.2 Preparing for CONfIGUIAtioNS .......cocciiiiiiiiiie ettt e e s be e e e s ae e e earees 339
9.8.3 Default configurations of pPOWeEr MONItOrING ......coiiiiiiiiiiiie e 339
9.8.4 Configuring power Monitoring alarm ........cooiiiiiiiiiee e e 340
9.8.5 Checking CONfIGUIatioNS ......cicciiiie et e e e e s e e e s rba e e s enbeeeeearees 340

9.9 CPU MONITOMING...ccuuiieeiiieiiieiiieiiiiiiieeiieniienerensistnssstessssenssssssessnsssenssssnsssssssssssssssnssssnssssnssssnns 340
1SR A 1Y i o To [0 o o IO PP PP TP 340
9.9.2 Preparing for CONFIGUIAtIONS .......cccciiiieeciie ettt e e et e e e tte e e e e abe e e e earee e e enres 341
9.9.3 Default configurations of CPU MONITOMING ........ueiiiiiiiieeciiie ettt e e e e e eabae e e e 341
9.9.4 Viewing CPU monitoring informMation ............ccuiiiiciii ettt et 341
9.9.5 Configuring CPU moONiItoring @larmm ........c..uiii ittt e e bae e e eabae e e enres 341
9.9.6 Checking CONTIGUIAtIONS .....ciic ettt et e e e e e e e et e e e e eabe e e e entaeeeennbaeeeenres 342

L T8 10 T ¥ RN 342

L= I 1 Yot =T ¢ oLV = 342

10 APPENAIX..eeurerienerreniereeereeneerearerrasereassersaseesssssssnsssssssessnssessasssssssessasssssnsessnsssssnsssssassssansens 344
0 R =T 1 4N 344
10.2 ADBreviatioNs......civiuiiiiiiiiieiiiuiiiiiiieeiiiiieiiieetesiieetesmsestesmsettessssettessssssssnsssssssssssssssnsssssans 349

Orion Networks XV



Orion Networks

AL0E/A28E/A28F Configuration Guide Figures

Figures

Figure 1-1 Accessing the A10E/A28E through PC connected with Console interface 2
Figure 1-2 Communication parameters configuration in Hyper Terminal 3
Figure 1-3 Networking with the A10E/A28E as Telnet server 3
Figure 1-4 A10E/A28E as Telnet client networking 4
Figure 1-5 Configuring auto-loading 32
Figure 2-1 MAC application networking 39
Figure 2-2 Dividing VLANs 41
Figure 2-3 Typical networking with basic QinQ 46
Figure 2-4 Basic QinQ networking application 49
Figure 2-5 Selective QinQ networking application 52
Figure 2-6 Networking with VLAN mapping based on single Tag 54
Figure 2-7 VLAN mapping application networking 57
Figure 2-8 Interface protection application networking 60
Figure 2-9 Port mirroring principle 63
Figure 2-10 Port mirroring application networking 65
Figure 2-11 Layer 2 protocol transparent transmission application networking 69
Figure 3-1 Configuring ARP networking application 75
Figure 3-2 Layer 3 interface configuration networking 78
Figure 3-3 DHCP typical application networking 81
Figure 3-4 Structure of DHCP packets 81
Figure 3-5 DHCP client networking 83
Figure 3-6 DHCP client networking 85
Figure 3-7 DHCP Relay application networking 86
Figure 3-8 DHCP Snooping networking 89
Figure 3-9 DHCP Snooping networking application 92
Figure 4-1 Traffic classification 98
Figure 4-2 Structure of IP packet head 98
Figure 4-3 Structure of IP priority and DSCP priority 98
Figure 4-4 Structure of VLAN packets 98
Figure 4-5 Structure of CoS priority packets 99
Figure 4-6 SP scheduling 101
Figure 4-7 WRR scheduling 101
Figure 4-8 Configure queue schedule networking 115
Figure 4-9 Rate limiting based on interface 117
Figure 5-1 Mapping relation between IPv4 multicast address and multicast MAC address 121
Figure 5-2 IGMP Snooping application networking 136
Figure 5-3 MVR application networking 138
Figure 5-4 Applying IGMP filtering on the interface 141
Figure 5-5 Applying IGMP filtering in the VLAN 143
Figure 6-1 Configuring secure MAC address 158
Figure 6-2 Principle of dynamic ARP inspection 160
Figure 6-3 Configuring dynamic ARP inspection 164

Orion Networks XVi



Orion Networks

A10E/A28E/A28F Configuration Guide Figures
Figure 6-4 Configuring RADIUS 169
Figure 6-5 Configuring TACACS+ 174
Figure 6-6 Configuring storm control 177
Figure 6-7 802.1x structure 178
Figure 6-8 Configuring 802.1x 183
Figure 6-9 IP Source Guard principle 185
Figure 6-10 Configuring IP Source Guard 189
Figure 6-11 Accessing the network through PPPoE authentication 191
Figure 6-12 Configuring PPPoE+ 196
Figure 6-13 Loopback detection networking 198
Figure 6-14 Loopback detection application 201
Figure 6-15 Line detection application networking 203
Figure 7-1 Configuring manual link aggregation 210
Figure 7-2 Configuring static LACP link aggregation 211
Figure 7-3 Principles of interface backup 214
Figure 7-4 Application of interface backup in different VLANs 214
Figure 7-5 Configuring interface backup 217
Figure 7-6 Configuring failover 221
Figure 7-7 Network storm due to loopback 223
Figure 7-8 Loop networking with STP 224
Figure 7-9 VLAN packet forward failure due to RSTP 225
Figure 7-10 STP application networking 227
Figure 7-11 Basic concepts of the MSTI network 231
Figure 7-12 MSTI concepts 232
Figure 7-13 Networking of multiple spanning trees instances in MST domain 233
Figure 7-14 MSTP application networking 243
Figure 7-15 RRPS in normal status 255
Figure 7-16 RRPS in switching status 256
Figure 7-17 RRPS application networking 259
Figure 8-1 OAM classification 263
Figure 8-2 Configuring EFM 269
Figure 8-3 Different MD Levels 271
Figure 8-4 Network Sketch Map of MEP and MIP 272
Figure 8-5 CFM application 280
Figure 8-6 SLA application networking 286
Figure 9-1 Working mechanism of SNMP 289
Figure 9-2 SNMP v3 authentication mechanism 293
Figure 9-3 Configuring SNMP v1/v2c and Trap 296
Figure 9-4 Configuring SNMP v3 and Trap 298
Figure 9-5 Configuring KeepAlive 302
Figure 9-6 RMON 303
Figure 9-7 Configuring RMON alarm group 307
Figure 9-8 LLDPDU structure 309
Figure 9-9 Basic TLV structure 309
Figure 9-10 Configuring basic functions of LLDP 314
Figure 9-11 Extended OAM application networking 316
Figure 9-12 Configuring extended OAM to manage the remote device 331
Figure 9-13 Outputting system logs to log servers 338

Orion Networks Xvii



Orion Networks
AL0E/A28E/A28F Configuration Guide Tables

Tables

Table 1-1 Function keys description for command line message display characteristics 13
Table 2-1 Interface mode and packet processing 41
Table 3-1 Fields definition of DHCP packets 81
Table 3-2 Common DHCP options 93
Table 4-1 Mapping relationship of local priority, DSCP priority, and CoS priority 100
Table 4-2 Mapping between local priority and queue 100
Table 4-3 Default CoS to local priority and color mapping relationship 108
Table 4-4 Default DSCP to local priority and color mapping relationship 108
Table 9-1 TLV type 309
Table 9-2 Log level 335

Orion Networks XViii



Orion Networks
AL0E/A28E/A28F Configuration Guide 1 Basic configurations

1 Basic configurations

This chapter introduces the basic configuration and configuration process about the
A10E/A28E and provides the related configuration applications, including the following
chapters:

Accessing the device

CLI

Managing users

Managing files

Configuring clock management

Configuring interface management

Configuring basic information

Task scheduling

Watchdog

Load and upgrade

1.1 Accessing the device

1.1.1 Introduction

The A10E/A28E can be configured and managed in Command Line Interface (CLI) mode or
NView NNM network management mode.

The A10E/A28E CLI mode has a variety of configuration modes:

®  Console mode: it must be used for the first configuration. The A10E/A28E supports the
Console interface of RJ-45 type or USB type.

®  Telnet mode: log in through the Console mode, open Telnet service on the Switch,
configure Layer 3 interface IP address, set the user name and password, and then take
remote Telnet configuration.

®  SSHv2 mode: before accessing the ALOE/A28E through SSHv2, you need to log in to the
A10E/A28E and start the SSHv2 service through the Console interface.

When configuring the A10E/A28E in network management mode, you must first configure
Layer 3 interface IP address in CL1I, and then configure the A10E/A28E through NView NNM
system.
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/ Note

The configuration steps in this manual are in command line mode.

1.1.2 Accessing from the Console interface

/ Note

The Console interface is a command interface used for network device to connect to a PC
with terminal emulation program. You can take this interface to configure and manage the
local device. In this management method, the A10E/A28E can communicate directly without
a network, so it is called out-of-band management. You can also perform configuration and
management on the A10E/A28E through the Console interface when the network runs out of
order.

In the below two conditions, you can only log in to the A10E/A28E and configure it through
the Console port:

® The A10E/AZ28E is powered on to start for the first time.

®  You cannot access the A10E/A28E through Telnet.

When logging in to the A10E/A28E through the Console interface, use the CBL-
RS232-DB9F/RJ45-2m cable delivered with the A10E/A28E. If you need to make the
Console serial port cable, see A10E/A28E Hardware Description.

If you want to access the A10E/A28E through PC via Console interface, connect Console
interface and PC RS-232 serial port, as shown in Figure 1-1; then run the terminal emulation
program such as Windows XP Hyper Terminal program in PC to configure communication
parameters as shown in Figure 1-2, and then log in to the A10E/A28E.

RS-232 Console 6
FIM 1
]

Switch

S

H
.

PIN 9 <2

PIM 1
PIM &

Figure 1-1 Accessing the A10E/A28E through PC connected with Console interface
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Data bits: [ =1
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Restore Defaults I

Ok I Cancel I Appl |

Figure 1-2 Communication parameters configuration in Hyper Terminal

/ Note

Microsoft is not in support of Hyper Terminal since Windows Vista system. For
Windows Vista or Windows 7, download Hyper Terminal program from internet. It is
free to download HyperTerminal program.

1.1.3 Accessing from Telnet

You can use a PC to log in to the ALOE/A28E remotely through Telnet. You can log in to an
A10E/A28E from PC at first, then Telnet other A10E/A28E devices on the network. You do
not need to connect a PC to each A10E/A28E.

Telnet service provided by the A10E/A28E includes:

®  Telnet Server: run the Telnet client program on a PC to log in to the A10E/A28E, and
take configuration and management. As shown in Figure 1-3, the A10E/A28E is
providing Telnet Server service at this time.

RJ145 RJl-45sarvice port 6

PC Switch

T~ Telnet e
T Session ="

o ——

Figure 1-3 Networking with the A10E/A28E as Telnet server

Before accessing the A10E/A28E through Telnet, you need to log in to the A10E/A28E
through the Console interface and start the Telnet service. Take the following configurations
on the A10E/A28E that needs to start Telnet service.
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Step Configuration Description

1 Alpha-A28E#config Enter global configuration mode.

2 Alpha-A28E(config)#interface | Enter Layer 3 interface configuration
ip 7f-number mode.

3 Alpha-A28E(config-ip)#ip Configure the IP address for the
address 7p-address [ ip- A10E/A28E and bind the VLAN of
mask 1 [ vian-id ] _ specified ID. This VLAN is used to open
Alpha-A28E(config-ip)#quit | the Telnet service interface.

4 Alpha-A28E(config)#telnet- (Optional) configure the interface in
server accept port-list support of Telnet function.

{ all | port-T1ist }

5 Alpha-A28E(config)#telnet- (Optional) release the specified Telnet
server close terminal-telnet | ~onnection.
session-number

6 Alpha-A28E(config)#telnet- (Optional) configure device supports
server max-session session- maximal Telnet sessions.
number

®  Telnet Client: when you connect the A10E/A28E through the PC terminal emulation
program or Telnet client program on a PC, then telnet other A10E/A28E and
configure/manage them. As shown in Figure 1-4, Switch A not only acts as Telnet server
but also provides Telnet client service.

FC

Figure 1-4 A10E/A28E as Telnet client networking

Service  Service
RJ-45 service port port port
Switch A Switch B
S Telnet b AN Telnet P
Se o Session1 -~ - Session2 _ -~

o

Configure Telnet Client device as below.

o ——

Step

Configuration

Description

1

port-id ]

Alpha-A28E#telnet 7p-address [ port

Log in to a device from Telnet.

1.1.4 Accessing from SSHv?2

Telnet is lack of security authentication and it transports packet by Transmission Control
Protocol (TCP) which exists with big potential security hazard. Telnet service may cause
hostile attacks, such as Deny of Service (DoS), host IP deceive, and routing deceiving.

The traditional Telnet and File Transfer Protocol (FTP) transmits password and data in
plaintext cannot satisfy users' security demands. SSHv2 is a network security protocol, which
can effectively prevent the disclosure of information in remote management through data
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encryption, and provides greater security for remote login and other network services in
network environment.

SSHv2 allows data to be exchanged via TCP and it builds up a secure channel over TCP.
Besides, SSHv2 supports other service ports besides standard port 22, thus to avoid illegal
attack from network.

Before accessing the A10E/A28E via SSHv2, you must log in to the A10E/A28E through
Console interface and starts up SSHv2 service.

The default configuration to accessing the A10E/A28E through SSHv2 is as follows.

Function Default value

SSHV2 server function status Disable

Local SSHv2 key pair length 512 bits

SSHv2 authentication method password

SSHv2 authentication timeout 600s

Allowable failure times for SSHv2 authentication 20

SSHv2 snooping port number 22

SSHV2 session function status Enable

Configure SSHv2 service for the A10E/A28E as below.

Step Configuration Description

1 Alpha-A28E#config Enter global configuration mode.

2 Alpha- Generate local SSHv2 key pair and designate its
A28E(config)#generate length.
ssh-key [T7ength ]

3 A;Zh?‘ Figy#ssh2 (Optional) start the SSHv2 server.

AZ28E(conT1 SS
server 9 Use the no ssh2 server command to shut down the
SSHv2 server.

4 Alpha- (Optional) configure SSHv2 authentication mode.
A28E(config)#ssh2
server authentication
{ password | rsa-
key }

5 Alpha- (Optional) type the public key of clients to the
A28E(config)#ssh2 A10E/A28E in rsa-key authentication mode.
server authentication
public-key

6 Alpha- (Optional) configure SSHv2 authentication
A28E(config)#ssh2 timeout. The A10E/A28E refuses to authenticate
server and then closes the connection when the client
authentication- authentication time exceeds this overtemperature
timeout period threshold.
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Step Configuration Description

7 Alpha- (Optional) configure the allowable failure times
A28E(config)#ssh2 for SSHv2 authentication. The AL0E/A28E refuses
server to authenticate and then closes the connection
authenticati